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PhoneMon direct notice to guardians

Notice version: 2026-11-06.1 - Operator/contact: ZEI'H - sstycho@gmail.com - +82 10-5212-6040
ChotRl= 21927, A7 HEZ 130-3, AFFEEX|1EHX] 1015 21042

PhoneMon does not support users under 9. For ages 9-17, sign-in and personal game-data collection require
operator review of a guardian-signed form and an explicit confirmation reply. A PIN, age entry or approval
code alone is not treated as verification of legal parental consent.

Data and necessary purposes

® Guardian-specified real email and account ID: password/email authentication and private saved
progress. Google sign-in is unavailable to minor accounts. Never email passwords.

* Age band, random request ID, approval status and login-email digest: prior-consent verification,
account binding, withdrawal and access control. Birth date is used locally to calculate an age band, then
discarded without storage or transmission.

* Game activity and progress: private play, saving, synchronization and game transaction integrity. Minor
accounts cannot use public friends, guestbooks, player trading, player-versus-player battles or freeform
nicknames.

* Android ID and derived HMAC: only after approval/sign-in, the identifier is sent over HTTPS to derive
an anti-abuse grant identifier. The raw Android ID is not stored in the database. No advertising ID or
advertising tracking is used.

* |P, request times, device/app connection data and IP-derived approximate region: delivery, security
and fraud prevention. No GPS/device-location API is used, but the server provider may infer
approximate country/city from IP.

* Guardian name, email, relationship, signature/reply and notice/evidence digests: consent verification
and rights requests. We do not request the child’s real name, exact birth date, ID documents, payment
data or photographs.

Providers and disclosure

Supabase supplies authentication, database and server functions, with the selected primary data region in
Seoul, Republic of Korea. Global cloud/support subprocessors may participate. Guardian/support email is
processed by Google/Gmail; static support pages use Netlify. See the privacy policy for provider and
international-processing links. Minor profiles, identifiers and freeform content are not made public to other
players, sold, used for advertising or behavioral profiling.

Retention, choice and rights

Personal account/progress data is retained for the approved service and removed after a verified
deletion/withdrawal request. Withdrawal first blocks server access; scheduled cleanup processes the account.
Closed/unbound consent records and guardian contact details, original mail and signed copies are cleared
within 30 days after closure/receipt. Deleted-account device-derived grant identifiers and deletion-replay
hashes expire after 90 days in scheduled maintenance; permanent one-device grant exclusion is then no longer
guaranteed. De-linked game/ledger/shared-transaction records may remain for integrity. Current Supabase Free
external APl/database logs are retained for 1 day and Auth audit logs for 1 hour. Local cloud backup/device
transfer is disabled. Provider-protected recovery copies follow provider deletion policies and are not used to
restore deleted data into normal service.

Without consent, the minor account cannot start online private play. No unnecessary public-disclosure or
advertising consent is required. Guardians can request access, correction, deletion, withdrawal and a stop to
further collection at any time. Email sstycho@gmail.com from the verified guardian address with the request
ID and requested action. Do not send passwords or identity documents. Remaining on-device data can be
removed by clearing app storage/uninstalling. See the privacy policy and deletion instructions.
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Guardian consent form

PhoneMon - Notice 2026-11-06.1 - ZEIY - sstycho@gmail.com - +82 10-5212-6040
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Complete this page only after reading the attached direct notice. Use one language version; both are not
required.

| am the parent/legal guardian of the minor who will use the request/account below and have legal authority
to consent. | have read the direct notice and consent to the specified necessary private-account/game
processing, including the listed providers and international processing. | understand that social/public
disclosure and advertising are not enabled for this minor and are not bundled into this consent. | may refuse
or withdraw and request access, correction or deletion. A PIN/age entry/code is not the legal consent itself.

App request ID (copy exactly)

Real guardian-controlled login email (a distinct real alias may be used)

Guardian full name

Guardian reply email

Relationship / legal authority

Date

Guardian handwritten signature

Send a scan/PDF of this signed page to sstycho@gmail.com, or post it to the operator address. Do not
include the child’s real name/DOB, passwords or ID documents. The operator sends the current direct notice to
your guardian email and requests an explicit confirmation reply. Approval is issued only after both are
reviewed. Account credentials are provisioned only after review and control of the proposed login email is
checked. Do not reuse an adult/public account for the child.



